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Not only can you learn new skills and master your 
tech, but you can now SAVE 25% off all of our coding 
and consumer tech digital and print guidebooks! 


Simply use the following exclusive code at checkout 


NYHF23CN 


www.pcipublications.com 
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OS 


WhatsApp 


WhatsApp Tricks 6: Tips is the perfect digital publication for 
the user that wants Lo take their skil et to the next level 
Do you want to enhance your user experience? Or wish to 
gain insider knowledge? Do you want to learn directly from 
experts in their field? Lear the numerous short cuts that 
the professionals use? Over the pages of the new advanced 
user guide you will learn everything you wil need to know to 
become a more confident, better skiled 

and experienced owner. A user 
that will make the absolute 
most of their use and 
ultimately WhatsApp lself 
An achievement you can 
sam by simply enabling us 
to exclusively help and 
teach you the abilities we 
have gained over our decades 
of experience 
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*...if you want to get to grips with this 
great app read on and we will show 
you how to master it and discover 
more than you ever imagined...” 


INDEX. 


Useful 
Accessories 


WhatsApp has a wealth of companion apps that 
greatly enhance your messaging experience. They 
might add fun features for you to enjoy, or boost your 
privacy protection or security. 


There are all sorts of third-party apps for WhatsApp, 
for all sorts of tasks. They can tweak your messages, 
send videos, change the default wallpapers and 

even add some extra content to WhatsApp. They're 
available for ¡OS, Android and even Windows phones. 


8 Whatsapp Wallpaper 
Nature HD Wallpaper for iPhone 


AE 
WhatsApp Wallpaper 


Wallpapers for Chat 


There are countless WatsApo wallpaper Wi the Waliacers for Chat app open, tap. 
pps avallable for Android but of he many Which category you want to view (along 
that cluterthe Play Store, Wallpapers for thetop of the screen) Select the wallpaper and 
Chats a good starting place. Open up the tap the image to dowrload 1. Open WhatsApp 
Play Store and search for the apo, then tap and enter a Cra session, tap the three Vertical 
th install button an ts andchoose Wallpaper from the menu. Tap 


Open the avo. Galery and the downloaded wallpaper appears, 
| Tap Set when done. 


ALTERNATIVE WALLPAPER 


1 you prefer not to download a third-party wallpaper app, 
90 to the maln WhatsApp screen, tap the three vertical 
dots and choose Settings from the menu, Select Chats, 
then Wallpaper. In the Wallpaper screen select Wallpaper 
Library and tap OK to download the WhatsApp Wallpaper 
package. This is an official wallpaper app, so just tap Install 
and follow the on-screen instructions. 


Nature HD Wallpaper 
for iPhone 


Y Phone users certainy aren't left out in the cold when it comes 


to incredible HD wallpapers for WhatsApp. Again, as with 
the Google Play Store, Apple's App Store has plenty of 
apps available and one of the better choices ls Nature 
HD Wallpaper for WhatsApp. 


Natur HO valipaper 
tor whatsaoo cer 


penita ADO Sto app on Pone SCA ost alas valcacr 

nd search for Nature HO Wallpaper for and tap to open the images, When the 
VhatsApo. Tap Get to start the instaltion or —— image opens, tap the Download button at 
tap the app' tie for more information. Once —— the bottom Open WhatsApp, tap Settings 
the app has successfuly instal tap the followed by Chats thon Chat Wallpaper. 
Open button to launch Tao Photos and the downloaded images are 


valable wei WhatsApp. 


¡PHONE WALLPAPER 


Phone users have more choice when it comes to default 
'WhatsApp wallpaper. Open the Chat Wallpaper screen again 
(Settings > Chats > Chat Wallpaper) and choose Wallpaper 
Library. Rather than requiring an extra app to download and 
install, the ¡Phone has an excellent selection of interesting 
backgrounds you can use in WhatsApp built-in, Simply select 
the image and tap t to set up the new backdrop. 


Emoticons and Emoji 
Stickers for WhatsApp 


About this apo. 


Sticker Maker for WhatsApp - This 205 
contains loads of stickers, Emojiand. 
Emoticons alongside the ablty to creste your 
¡wn Emok. There's bundles of unique fonts, 
styles and even accessories you can Include 
val our chats. ree and avale from 
Google Play, 


10 | wewodeubtcatoncem 


- This Ancho based apo axids 
heaos of new and briiantiy designed Emoj 
and Emoticons to WhatsApp and other socia 
meca platforms Its easy to use and he 
stes are presented in clear HD 
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STREET TALK 


"Emojis For SMS 8 Social Messaging Apps 
Vindows Phone users can get a huge 3000- 
plus pack of Emoj and Emoticon Si 


Ma he Windows Store Ue. Y 


Iigh quality stickers from simple smileys to 
ovas: plus free 


famous peopke, TV are 
to download and us 


Emoj Stickers HD - Avallable from the 


Windows 0 Store and for desitop only 


ichers HD com 


vit over 40 
unique smleys, Emoj and Sticker for you to 
include in WatsADp as wellas other socia 


Messages Wishes  V/t hunckrecs of ree: 
messages and stichers, this Android a0p 
covers most celebration a 

Birdays, gracuations, Valentine Day 
Christmas, thank you sorry and sympathy, 
parents days and much more. Just tap the 
message or sticker and share with 


Movemojs GIFs Stickers - Developed for 
none. Movemojis GIFS Stickers features 

an abundance ofanimated Stickers for 

WetsApo and other messenger apps Simply 
rstal pick the animated GIF you want to use 

and share to your WhatsAp chat message. 


ADVANCED HACKS, TIPS 8 TRICKS FOR WHATSAPP 


Advanced Hacks, 
Tips €: Tricks for 
WhatsApp 


By now, you're familiar with WhatsApp app on your 
chosen platform. It's now time to take things further, 
with some advanced tips and tutorials. 


In this section, we teach you how to pin chats to 

the top of your chat list, delete or mute chats, block 
contacts with whom you no longer wish to interact on 
WhatsApp, report spam or abusive messages, create 
group chats and much, much more. 


14 PinChats 24 Now Broadcast 
15 Delete Chats 26 Formatting Text 

16 Mute Chats 27 Quote Messages 

17 Archive Chats 28. Howto Secure Yourself on 
18 WhatsApp Desktop Options WhatsApp. 

20 Block Contact 30 WhatsApp Channels 

21 ReportSpam 31__Joining Communities. 
22 Creating a Group 32 Text Language Glossary 
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Pin Chats 


¿An interesting feature of WhatsApp is the ability to pin chats to. 


ts easy o pin a chat to the top of your "Te chat in question s moved to the top. 

chat window First of al, find the chat you ¡of te chats ist On the ight-hand side 
want to pin and swipe to Ene right, revealing—— ofthsschat you see a pin icon, This shows 
wo new kcons; Unread, Which maíksthe chat ispinned and vil always appear al the top 
as unvead, and Pin. Tap ne Pin con. of thelistandis not diplaced by incoring, 


REMOVING THE PINS 


Removing a pinned chat is simply a reversal of the. 


allowing It to sink down the list as new messages. 
arrive for other chats. 
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Delete Chats 


The set of icons that appear along the top of the screen when 
you long press a chat offer quite a degree of control over your 
chats. In this instance, we look at deleting a chat; remember, 
¡once a chat has been deleted, you can't get it back unless you 
have a backup. 
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Thert are tio moya of deletina a chat in Altemlively, nte hal st swipe the chat 

'WhatsApo. In the chat lis, you can tap and you who delete to the left You see new. 
hold the chat unta víndow pops up. One of icons Tap he three-dots con, the one labelled 
tha options in this sis Delete Chat Tap ito —— "More, to bring up an options window. Tho 
oleta the cha in question. bottom options Delta Chat. 


RESTORING YOUR CHAT HISTORY 


WhatsApp doesn't store any of lts users' chat 
histories on the company servers, so as a 
company, its unable to retrieve any deleted 
messages. However, you can use Google Drive 
oriCioud to back up your chat history and! 
últimately restore It should anything go wrong. 
- To make a backup, go to Settings > Chats > Chat. 
Backup, and follow the on-screen Instructions. 


(O) aovnceoimos mos aro sroRWarsao 
Mute Chats 


While it's great to have countless contacts sending you 
messages in WhatsApp every few minutes, there comes a time 
when you may want to silence the notifications. Naturally you. 
¡could turn the notification volume down on your device but that 
may hinder other important messages. 


q .0 A Doa Hanvard 
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You can mute  sinle chat without muta You are now presented whan option 

your anti device' notification settings mena You can mute notifcabons from that 
Long-tap the chat and solect Mute from the chatforeighthous, a weekcor permanent 
menu, or supe itefttap More andtap the Chooseanaption and you get no more 
Mute linkin the pop-up window. otíficatons from al chat for 1hat me. 


UN-MUTE CHATS 


If you want to bring the conversation back alive again 
before the set time period has elapsed, simply reverse the 
process. Notice that the muted chat contact has tho mute 
Icon in their chat bar, just under the date. Tap and long 
press to bring the menu up and tap the speaker icon (this 
time without a line through it) to unmute the chat. 


Archive Chats 


'Archiving chats is different to that of backing up a chat. The 
Archive Chat feature allows you to hide a conversation from your 
main Chats screen but gives you the option to access it lator, It's. 
A 


a Chats 


Again, there's two ways of doing this. Either Tap the Archive link in the menu or the 
tan and al racha you who arc chee con ele by EMI he erat 
Urblamenu cos up orauipethachatleftto it The chat en disacpeers rom your chat 
reves tons, one of Wen is Archve lao longer vibe on tha page 
UN-ARCHIVE CHATS 


If you want to bring your archived chats back Into. 
the maín Chat screen, tap on the “Archived chats' link: 
at the top of the chat list. From within the archived. 
úsectíon, select the chat you want to restore, and long 
tap for the menu or swipe left for the icons. Tap the 
Unarchive option or icon and the chat ls restored. 


A 


WhatsApp Desktop 
Options 


The desktop version of WhatsApp offers a multitude of options 
for the user, although not as many as the maín mobile version 
'does. However, you can perform most of the usual tasks from 
within the comfort of your computer monitor. 


Open WatsApo 
Desktop anel you 
haventt alreacy sign in 
via the GR Code that the 
desktop displays. Once 
you've palred the mobile 
nd the desktop, you can 
oe te default desktop 
start scroon, displaying th 
current chats, groups and. 
your prohie. 


Clckon the pemand- 

papericon fora menu 
that lts you start new 
chat with one ofycur 
contacts, or start anew 
group chat. The circular icon. 
with horizontal Ios next to 
¡ttogales between showing 
alichats and only chats wit 
Uned messages. 


ightclick on a chat inthe Est fora. 

contextual menu as shown. From 
here. you can mark the chat as unread, 
archive ll, mute 1 (set how long wit 
the sub-menu), pin tto the top af the: 
chat window and more. 


ightcik on an Individual 

message or click on the down 
pointing chevron that appears in ts 
top+"Ight comer when you hover over 
¡tora menu that lets you resct to 
if report delete respond to that 
message n particular and more. 


Blest senos on he coo 
Intbe bottom left comer of the 
window for a viole range of setings 
options, Choose a catagory in tha laft- 
hand window and take a lookat tha. 
options lt offers on the right-hane side. 


DESKTOP EMOJI 


"The desktop version of 
WhatsApp also gives you 
access to emojis stickers 
“animated GIFS. In a chat 
simply click on the smiley face 
to the right of the text entry. 
box for emojis, or the sticker 
con next to it for stickers and: 
GIFS, and you can choose to. 
add them to your messages. 
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Block Contact 


“There may come a time when you need to block a contact from 
being able to message us. A contact that has become abusive 
¡or someone you don't know who has added you to a WhatsApp 
chat, needs to be silenced. Here's how to do t. 


To block a person that's sent you a Another way isto go to Settings > Prvacy > 

message, ether deep-press on the chat In Blocked ana tap the Add New plan at he 
to chat ist and select Block from the menu. top ofhe screen You can then aid a contact 
that appears. Altenativly side totholeft —— whoison WrstsApp regardíess of uhathor 
and tap the Block icon that appears rey ve aresdy message you. 


UNBLOCKING CONTACTS 


Unblocking a contact can be done via the Settings > 
Privacy > Blocked Contacts screen. Tap the contact you 


¡want to unblock, then at the foot of the information screen 
that appears, tap the Unblock 'contact name/number' 

- option. The contact is now unblocked and you can receive 
messages, calls and status updates from them. 


Report Spam 


'Spamming is a dally occurrence in the digital world, Some 
spammers cycle through numbers in the attempt to get hold 
of someone, usually with the aim of selling or hacking. Others 
specifically target someone once they get hold of their number. 


€ Dope Masages 
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Reporting a contact as Spam automatialy 

blocks them as well To report spam, open, 
the chat and tap the person's name or number 
atte topof the screen. Scroll o the bottom 
oftho screen and tap Report. Tha WetsApo. 
team review the report and take any necessary 
actions such as banning te number 


lts a smmlar process on a VhatsApp 
¡desktop apo. lick on the chat n question, 
andin the rioht-hand window click on the 
úperson's name or number at the top. A menu 
appears offering the same options as on tho 
'moble apps. Atthe foot of is menus the 
option to report the person in question. 


SPAM AND 
HOAXES 


“The Internet ís full of spam and hoaxes and. 
'WhatsApp Is no exception. While the company does 
an excellent job of blocking most cases of spam, 

Inevitably some do get through. Spam and hoax 

messages spread false information and are generally. 
designed to deceive you and coax you ínto acting a 
certaln way. If a message looks suspicious then don't 
tap on lt, share it or forward it. Report it immediately. 
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Creating a Group 


Groups are a great way for multiple WhatsApp contacts to stay 
in touch, help each other out, arrange a day or night out or just 
have a laugh between friends when you can't all be together at 
the same time. Here's how to create one. 


aw Group 


. 
2 rca 

4 tente 

a Mark Ayahtord- 
03 Alíson Wills. 


isappearing Messages 


Group Permiso 


938 


Open WhatsAop and from the green Plus 

icon choose the fist option, New Group. 
Tap cach contact to add them to the group. 
and they appear as members at the top of 
the screen. Tapping X next to their picture 
removes them. 


When you've picked the members, tap. 

the Next linkin the top-"ight comer of 
the screen. The next screen requires you 
to name the grown; enter a name uo to 25 
heracters long and tao the smiley face to 
acid any emoj to the name. 


LEAVE OR DELETE 
THE GROUP 


rmmesermarme== TO exita group, Open the group chat and tap ts name. 
are, “, top the screen. Scroll the information screen alí the 
way to the bottom, and tap tho Exit Group option. To, 

o delete the group, remove its members one by one and 
> then leave it yourself The group, which then has no. 


Tap Create (top right) when ready and! ¡Open the group chat and tap its name. 


ne Group is created with the selected “atthe top of the scren for information 
members included. Any messages you enter about the group. As well s the usual options. 
are seen by the group members and lhewise —— youcan scrolup andtap on a group member, 
ny messages they enter are seen by you and hen give them admi rights or remove 
“nd everyone else in the group. them from the grot. 
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New Broadcast 


“The Broadcast feature in WhatsApp is very similar to that of a. 
Group. However, a Broadcast differs in that each recipient in the 
Broadcast List is not able to see other contacts replies. You're 
broadcasting out but they reply individually. 


Now Chat x 


New Giouo 


Now Contact 


Nov Cormunty 


12 E > 


New Brondcast 


e 
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Yo can sat up Broadcast Lists to message 

contacts you regularly vant to sen 
messages to, wit wanting to ack tem to 
a Group, Start by tapping the green Plus con, 
then choose New Broadcast from the menu. 


Le mben creating a Group, you need to 

select the recinlents to whom you want to, 
broadcast your messages. Tap esch contact 
you want to Include in the Ist and they ae: 
cod to the top of the screen. Tap the X 
pex to ther profe image to remove them. 


ADDING CONTACTS 
OR DELETING LISTS 


even. Where nen 


>] 


s¿0ese 


qwertyou 


You can easily add more contacts to your Broadcast 
List and even delete the list by tapping and holding. 
¡on tho Broadcast List until a tick appears, tapping 
the three vertical dots in the comer and selecting 
Broadcast List info from the menu. The info screen 
allows you to add and remove reciplents or contacts, 
as well as delete the list or report a listas spam. 


"ap Create (top right) to finish and 

you are taken to a chat screen as with 
normal and group chats, you can enter your 
message and include emoii animated GS 
or attachments. Tap the green icon to send! 
your message to the chosen contacts. 


¡Wen you ta back to the main Chats 
screen reples sento your Broadcast 
message appear as regular chats. They appesr 

as messages rom individual, though, Te. 
Eroadcast oction sends a message to multiple 
recilets, but doesnt create a group, 


Formatting Text 


To add a little extra to your messages, WhatsApp introduced 
'ways in which you can format your text. You can change the. 
formatting of entire sentences or just snippets of text to italic, 
bold, strikethrough or as a Monospaced font. 


e a a e pre 


For Bold tex. put an asterisk on elthor sido 

punto A the test Ageín you can selec sections 
ol len you ve are written o enter new ext 

For example "Text" and ta the Send button 


atte 
Bola 


sea 
Monospace Font text 110 


Entera chat an other select test you've 
lead written or with new text. ente. 
Tx This displays the texts tales 


Strkettrough and Monospace Font text 
styles can be achieved by placing a tdo on 

both ses or tex: «Strkottwowgh text and 

For Monospace Font, use three baciticks other 


ALTERNATIVE 
FORMATTING 


Alternatively, instead of aiding extras before and after 
the text, simply highlight the text in the text feld, tap 
the Format option that appears and choose Bold, 

Italic, Strikethrough or Monospace. 


Quote Messages 


'Quoting text is an important part of messaging, so ¡t's natural 

that WhatsApp has enabled the feature by default. If you need: 

nd ll Jae E lat 
e 


To quote text fst open a message and 
locate whats you want to quote. Tap. 
and press tha tost Eo highlight it and callup a 

set of icons at the top of he screen 


Tap te Reply option ana the highiahted: 
text is displayed within box with section 
atte bottom for you to enter your text. You 
Canelo include emoj animate GiFs and 
attachments with the quote. When youre: 
reso, tap the Send button to quote th text. 
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How to Secure Yourself 
on WhatsApp 


With over a billion users woridwide, accounts of terrorists using 
WhatsApp, along with hackers, scammers and all manner of 
nefarious individuals and groups are always in the popular 
media. Here are ten tips to help make WhatsApp a safer social 


media platform. 


SocuityNo 


Change Number 


Pocuest Account nto 


a 
¿can be done mainly through the. 
Settings > Account option. In here you re able 
o secura your personal details, profil, status, 
messeging and visblity of your account. 


Trariduly, WhatsApp already 
'enerypts and secures messages 
sent from one device to another This means 
hat your data can't be intescepted and. 

read, However you can opt to vis security 
otifcaignsifa contacts securty setting has 
been altered. Thisisin he Settings > Account 
> Security menu chats. 


de eto unos 

for two-stop authentication, 
which requires a PÍN when registering_ 
your phone number with WhatsApp. This 
san absolute must for those who use the: 
app regulariy 


(E 


de Arno tor 
sure that your phone or tablet ls 
socurol locked with an access PIN. atom, 
facial or finger prnt recognition system. This 
Way, should you lose your phicne ts locked 
galnst anyone who tres to access it and 


WatsApo. 
a 
users to your chat list f you dont 
already have them in your contacts st 
However clave phisting scams can have a. 
victim ace a contact, who can them message. 
tiem using WhalsApp. Just as wthal social 
meca platforms, be vary of phishing attacks. 
de nen des 
'hatsApo Web feature Log 
into WhatsApp Wet and cick on the three. 
horizontal dots by your profile picture: Then. 
clk Settinas ar from there cick he Blocked 
option. You can select contacts to black from. 
WtatsApp. 


J 


úppearing on yow photostream 
win WhatsApp.1OS users can look o their 
Settings then Pnvacy > Photos ard deselect 
WhetsApp from no listo alowed apps. 
Aniold users need to create fl called 
omecia within the WhatsApo images folder 
to stop the apo from ist pactures 
dB eniormo 

contacts to see where youve been, 
you need to isablotho Last Seen option 
wii the Privacy settings, This prevents other 
"users from seeing your movements, Should 
a mobi. contact be added, than they wi 
nee how hera you are or have been. 
et 

be contacted tivough other social 
meca accounts iforming you that your 
WstsApp account has beon compromised, 
These often request you to add aso-called 


tegitmate contact, who in reality ist or visit 
a weboage that's ridded with malware. 


de VO unen ir 
always best to ensure that you've 

logged cut ofitcorectiy before leaving, 

¡your computer. The last thing you need for 

someone to come over to your computer and 

View any comersations between contacts, 


de venosa mec ton 
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WhatsApp Channels 


'Wwith Channels, you can receive updates and information from 
people and organisations, directly through WhatsApp, Messages. 
received through Channels are separate from your chats, and are 


one-way only. 
== 
Status. + 
Channels + 
nr ym rra 
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¡Open WatsApp and tap Updates at th 

foot ofthe screen. You see a Channels 
option Suggestions are offered; tao 
Follow under a channel to wxch you want 
to subscribe, and tap Explore More fora 
more comprehensive st of channels. Tao a 
channels Plus symbol to subscribe to 


Tap a channel (not ts subscribe button) to 

ses their recent posts. there's subject 
trat nterests you. type nto the Sesrh field 
and seelftheres a channel for tee ls, 
s/bscrbe. Then, Whenever there's an update 
fromthe organisation in question ob recelve 
Rin WretsApo. 


Joining Communities 


ewton Abbot School] 


¡Open WatsApp, and at the foot of the 
screen, tap the Communities icon. To 
tarta new community tao the button and 
then type a name and a short description 
fthe community You can take or choose a 

photograoh for ttoo, 


You can then add groups to the 

community Tap the name of the 
communty and then tap the three dots icon. 
andopen Communty Setings, where you can 
set who can add members and groups By 
default everyone. 
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Text Language 
Glossary 


RUSSITD or gr8 (a texting? If you don't know what any of that 
means, then here's a handy glossary to help you decipher 
some of the more popularly used text language and what the 


abbreviations and Net língo mean. 
2moro BAM, cra Koc 
Tomonow BottotasitMay — Groxt Koecing Parents 
2nte co HaK E 
Tonight Sleepy Hugs and Kisses: L8R 
AEAP em me e 
As Eoriy as Possible. Comottaknow — ¡DontCore Lol 
Cp > Laugh Out Loud 
As Late as Possible — See YouScon —— ¡Dentknow mor 
ASAP. cwor mu/mY nas 
As Soonas Possible Complete Waste of ¡Lowe You mrrawY 
A Time 5 May the For be 
Aga / Sex / Location? CNT Ys You a 
as o A [oie 
Bl Sah, lol InñeolLfe A 
Ei Essyast23 yx 

mara 
Before You KnowIt— EM? st doo a 
Es EscuseMe? ye La 
Best Friend Forever. EOD Ji crecio Nai Address, 2 
puay ad su Az 
Between Me and You F2F JertoLetwouknow Ne comment 
Faceto Face 

Eeonasd pe A 
er "Noti my Backyard 
5 Fingers Crossed yy 


a 
Berioht There FOAF. KGlMe Now 
Lo Meter Mind / Nothing 


= sua 


mA, 
¡Not hat Motors 


pa EA 
pon Sd mito 
Never Mind bs 
tradi Proper Respect — You/Nou Aro 
na 
E A 
ol ar 
cm. EN Von ma 
om pa 
o CT 
on ru + 
ES 0 sh You Were 
Cue Here 
OniveProne Semana mayo 
La bo Has Kiss, - 
Parent let sip pal 
PAL e 
Porertsare Lap 
Utero Sounds Ikea Plan 


TE 


WhatsApp 
Security for 
Guardians 


WhatsApp isn't a stranger when ¡it comes to negative 
press. From teenage cyberbullying to scams to rob 

a user of their money and data, there's more than 
enough to make you want to unplug and hide in a cave. 


In this chapter, we look at how you, as a guardian and 

a young person, can make WhatsApp a safer place 
without compromising the app's features. We look at 
encryption, cyberbullying, social engineering and more. 


36 WhatsApp Issues 48 _ Phone Home. 
38 Steps to Melp Protect Users 50 Whatisa VPN? 

40 Cyberbullying 52  Whatis Encryption? 
CN ss 14. How Can NP urbes Seco 
A 56  Factold: The Good, The Bad 8 
46 _ Watch Out for Scams The Ugly 


WHATSAPP SECURITY 


¡ARDIANS 


WhatsApp Issues 


While WhatsApo is the world's most popular third-party chat 
app, lts not without its falr share of problems. Although some. 
stem from the engineering and governing of the app, others. 
come from a different source. 


Ben e ports mos pop chaoo 
¡can't be easy. The developers issue an 
Update and succeed in making one hal. 
oftho WhatsApo population happy while 
tha other hal take to thor social meca 
platforms to vehementy voice their lsgust. 
You manage to swat one identified scam, 
nd another two come along to toka ts 
place. You increase safety and privacy, and 
“nroys tve users wit the aidibonal layers ol 
security. Itwoud som that as a VWhatsApo 
developer you're facing a never-encing bate 
of compromisos. 


Asa parent or guardian, though, 
'WhatsApp has introduced a 
new entry point into your 
ehilds web of protection 
that you have so, 
careful weaved since 
| tre day trey ere 
born. It's this potential 
Chinkin the bamier 


Protecting young 
adults, remember you 
need to be 8 to legally 
se WhatsApe sat 
the forefont ofthe 
moderm-day Intemet. 


ná ts veryina platforms that conmect 
'everytring. Chat rooms, and platforms that 
enable chatting to others, have been around 
since the beginning of interconnected. 
computers, and they ve allinherently had to. 
deal with the same Issues: other Users, 


Most WistsApo chats ao friendly exchanges. 
between those who know each other in 
¡grouos or individuall: However, there's always 
A siister aspect luidng ln ho background 
waiting for an opportunt to invade a chat, 
Backin th day, before mobile devices, chat 
rooms employedan acimin to carefuly monitor 
to publ chat. Should someone appoar and 
start to steer the chat population toward a 
to0é that reached the nues of he chatroom, 
then the aci had the abty to stop the 
wayward steam of words and ethor sue a 
'warring, or completely ban the individuals 
tromthe room altogether 


This adri evel user regulated the 
ú¡corversations and £ mosty kept scams ond 
forms of social engineering toa minimum 
Users col particoste in private hats, but 
¡fte Fest uncomfortabe at any point they, 
cold easi invite the admin and let hem see 
what was gg on. worked, to a degree. 


WhatsApp does have an admin user ora 
parental figure looking over the chat stream, 

to quickly puta stop to anyíhing untoward. In 
iman respects, this level freedom hom an 

úrerarchng big brothers a good thing, but it 
does mean that he aforementioned Sinister 

element often has fee ren over ts victims, 

sometimes to devastaing efect 


THE MOMO EFFECT 


ets tale a look at one such disturbing, 
WhatsApp issue ta ended in the deaths 
¡fa number of young people 


The Momo Challenge, or Momo Suki 
Challengo is believe to have originated in 
South America. A creepy image of a face was. 
displayed on the sersen, or a video, with the 
Words: “HI, Tm Momo. | want to play with you. 
Lock fr ani in your ktchen and cut your 
te hands. you don, Momo will come alter 
you. or Words to that effect. 


Sadiy, lt was reported that some youngsters 
¿id hurt themselves as a result of is 
message. Other copycat messages 5000 


pa 0 me os 


o 


pr 

mn 
e 

CA 


o 


'WhatsApp works fine, 
when used properly 


started appesring;requesting the reader 
Kal themselves or 'something' will come for 
their famiy. 


Needless to say, local police, chidren safety 
ú"rgarisaions, and other such charitos issued. 
letters posters, and advice to help guardians, 
teachers parents, and corrs den! wit 
'WretsApo and Intemet safety. Unfortunatly 
ts opened the door for other similar trends to 
appear baltingpeopde into commiting harmful 
acts, or hancding over money or information. 


lts patentiy clear WhatsApp has ts ssues, but 
wen used safely lt can be a fantastic tool to 
stay in contact 
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Steps to Help 
Protect Users 


You can't always monitor a young person's online activity, 
especially when using WhatsApp, but there are steps you can 
take to help them become chat-smart and avoid unpleasant 
messages or scams. 


FOR GUARDIANS 


hose of you ho are In charge of young person, here' some tips to he koop them safe In 
an ever-<hanging digital work 


Talk - Probaby tho most 
Important place of vice 
anyone can glve: Tal. Have 
regular conversalions about 
what's happening onfne. 
Tk about the latest scams, 
tolk about what should and! 
shouldn't be shared online 
¿rin WatsApo Encourage 
them to be able to talk to 
you about anything online. 


ln coniunction with the first 
plece ol advice, read about 
"ne latest scams coming 
tough WhatsApo and 
nte, so you can talk to a 
young person. Use stes such 
as Net Aware (htrps/www. 
netraware.org.uk/4) to hop 
o-to-date with the latest 
Sota safety news. 


FOR KIDS 


YY 24 may well low more about Whats and the internet than te previous generation, but 
Y ere are a couple of pointers to stck o. 


Stop - Say rol 
Be assertie, and 
conficentllyoure: 
being asked to do 
orsay something 

that males you foel 
uncomfortable then 
say no, Leave the chat, 
groJO. or whatever 
Speak to your parent 
or guardan about 
itand show them 


the conversation. 


NSPCC O 


á ruelty to children must stop. FULL STO! 
Y . "The National Society for 
the Prevention of Cruelty to 
Children (NSPCC) is a Ul:based 
charity founded in 1884, t helps 
connect chlldren and young. 
people to adult rained to 
ñ 1 _ demi with stressful situations, or 
victims of abuse. Since the ise 
Askfor Help -Takto someone Ifsimocrtare — Ofthe Internet, tho charity has 
forthe parents and guarcins to talk to you adopted an increased online 
but you alo need tolero talk to them, cr role, and s considered one. 
someone in a postien of care about how youre — — ofthe bestsources of salety 
fesing.Ifyou feel youre being a vitimofa vice and help today. J 
cam, then reschont to psrent, tescher 
SPC, o even the pole — 


o s 
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Cyberbullying 


'Of the many threats prevalent oníine to children and young people, 
'cyberbullying is perhaps one of the most common. Bullying is, 
sadly, a fact oflife. There will always be the bully, who preys on 
those they perceive as weaker, different, or purely out of spite. 
Now, however, they have the ability to bully from the Internet, 


ONLINE BULLYING 


yborbulying s when someone uses the: 

Internet, email, online gaming, socal 
media, and any other kind of digital platform 
to tveaten,tesse, humillae, or upset 
someone pise. Both the bully and the victim. 
fte bullying can be any age, from very 
young cleran up to late teens and beyond. 
insome cases. And the source of te buying. 
could be someone the victim knows, at 
school or colega, ora completo stranger on 
the other side ofthe word. 


Buying somecne ontine doesn't always 
Involvethreating remarks. What may seem 
Ike a playful comment on one side could be: 
taken as a cutting fibe on ne other. Is nor 
always an easy tng to specify, as we al have 
moments when we may say or do something 
to upset someone without meaning to do 
that person any emotional harm. Usualy 
though, we are quick to apologise for our. 
mistake once we realise that we've upset the 
other person with ou thoughtless use of a 
lose and throwaway comment. 


True cyberbulting, however ls the persstent 
harasement of an inaividual. The cyberbuly 
vil goad, threaten, send nasty messages, 
ven take Ímages of the victim and! 
Photoshop them in inapprcprite situations. 
tough the use of many diferent forms of 
online communications. 

Its sad fact too, that alot of young people 
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aro already In  helghtened emotional state. 
¡ver their body image, thanks to the medio 
“n unveststic Photoshopping of celebrities 
Were young people, especially young teens, 
¡re very conscious of her image, sight 
remark to someone can impact the young, 
person in an increcy negative way, 


Social Media - Probaby one of the main 
platforms for cyberbuliing, social medi is 
an deal hunting ground for the cyberbuly. 
he effects of social meda bullying have 
been devastating on some famiñes. Teen 
sucides, sel harm, and elevated cases 

¡of depression among young people are 
widespread in the meca, and bring to Ight 
just how powerful and dangerous social 
meda ls as a communications tool 


Facebook, Tmiter nstagram, and cther 


ú'xemples have al become the haunt of those: 


ho vil prey an harass on others. From 
tie point of view of a chik whose emotional 
state s quite vulnerable. even a simple The" 
fa comment can embarrass or hurt. 


“Online Gaming - Another prime source of 
modern cyberbulingí online gaming has 
proved to be, for some, a vicious place to 
Inhabit The problem vith onine gaming, 
¡of course, ls that tho buliying comes from 
anywhere in tho word. There are cases of 
¡gamers targeting females, diferent regions, 
or those who come from ifferent parts 

of ta world. With he use of haadsets, 

the gaming cyberbulles are able to shout 
tveats and taunt other gamers, raling, 
úothars around them unblthe victims fol 
úvenvelmed by bulls. 


hero ae numercus games that have: 
adopted a more sport-hriendiy aporosch. 
Introducing policies whereby instances 

of buling can be reported and the bulies 
themsalves have their gaming accounts 
suspended, Often online gaming bulting 

is just someone shouting Noob at another, 
degrading the victim as a nercomer or 
someone who ist as good as them. Other 
times the bully vil say thinas Ike hope you 
dé, or, Tm.coming to kl you" or something 
similar in short any abusive behaviour 
including destraying your onine game 
creations or belongngs, ls form of bulyna. 


Text Messaging - With more and more: 
¡young people having access to their own 
phones or tablets, abusivo text messaging 

is becoming a major issue. WhatsApp ist 
alone in tas, but as the world most popular 
chat app, 1's often focused on more. 


Another aspect of cyberbullVing vi text 
'messege is sexting, This ls hen someone: 
takes an expli imag. or video, of 
themselves and sondsitto someone also. 
Sometimes, a person can buly someone, 
nto sending them images, or Videos, of the. 
victim then send thoso images on to others 
¡orupload them to popular sites and inform 
an entre group of their location, 


"mal - Sending abusive emalsis large area 
¡of concem for those involved in protecting 
young people from cyberbuling, As we've 
seen, the double-odged blade of anonymity 
¡an cut both ways protect your dentty 
¡online butt can also hide an Individual who 
is bullvg someone: Anonymous emails sent 
from a buly can bo justas harmful as social 
meda, onine geming end textng, I's a more 
¡personal form ot bullying. much ke having. 
an abusive letter adoressed and posted 
recty to you 


ybertalying covers many diferent forms 
ar platforms. can be asingle,throwaway 
comment, alke on a Facebook comment, or 
Just someone calling someone else a 'noob 
can be very sericus indeed, including death 
tveats, threats of volence, or the sending or 
posting of explicit mages or videos. 


E] 


Social Engineering 


'Wwith the rise of wider forms of communication, through social 
media and so on, comes a new wave of threats called social 
engineering. There are many forms of social engineering, let's have 
a lookat what you're up against, and how to combat it. 


MANIPULATION AND COERCION 


'0u may think youre not the 

to bo fooledby a scam, bus 
scammers have employed sublle ways and 
imeansto ontrap you 


úsecialengineenng. Essential the scammer 
sn nature and responses 
u for their on gai. 


e scammers after 
ding on the type of scam 
for the most part they're 

ik and credit 
von in order to 
ly ala formol gainany sort financial data 


Soclal engineering ls the modem way of 
manipulating people to glve up her personal — being, 
and confidental information. It comes in many — usualy after your passwora 
guses and un 

such as Phishina, but ts 


DON'T BECOME A VICTIM 


'0u may think you not the sort of person to 
be fooled by a scam, but often the scammers 

have employee subt ways and means to 

entrap you. 


Social engineering 
manipulating people to give up their 
and confidental information. It comes. 
guises and under different sube 
Phishing and the ke, but 1's basically 
social engineering. 
employ your human 
turn lt against yow for their own gain 


The kind ofinformation 
does vary, depending on 
sed, but for the most pa 
your passwords, bank and credít card detal, 
rlogin information in order to gain any sort al 
financial deta. 


a 


Slow Down: Many scameners want you to. 

Í resct quicky. as a matter of urgency. Take 
a moment to figure out what's gomg on, and don't 
falifor any hitr-oressure tacts Ask for haa 
hour calla friend for advice 


4) Never give cut any password 
Information: A baná ul ever ask you 

for your password, theyllnever ca ou up, or 
sena text message requesting o enter your 
password, por wil ey ask you for other personal 
information elating to your account. Treat al 
requests as suspect and don give out any of 
your passwords 


7 Dont engage: Wwe t' fun to taunt a 

) scammer on the other end of the telephone, 
tel tm that the only computer you own ís a 
Commodore 64, its real not worth £. They know 
ley scamming, you know they re scamning, so 
Just put the phone down and ignore them. 


/f Pescarch everything Locote 
your banikor crec card 
companys webpage and follow any. 
liris to known social engineering scams. 
Read allthe information you can gather 
about the techniques and ricks used 
and arm yourself with that knowedge 
prior to any contact from a scammer 
"he more you know, the less likely you! 
be hoodwniked. 


Ez Besare of attachments: Eiad 
attachments ae an excellent 

Way of istributing mavare, rusos, 

and hacing seras to your computer 

1fyos receive an emal claiming to 

be cfferng you a deal o a lfetime. 

nd requesting you simply open he 

attached fl, then ts almost certalnly a 

"rus. Research the sender and the best 

advice lsto delete the emal. 


Staying Safe on 
WhatsApp 


There's more to staying safe on WhatsApp than simply being 
aware of the latest scams, hoaxes and viral messaging; you need 
to handle a situation when it arises, and you need to ensure you're 
as chat-smart as possible, 


BE SMART 


tve put together some tios to he you tran your mad into besng able to handíe some. 
common chat and WhatsApp situations 


de Tinnerscamvombeno 
Ifyou find yoursain a conversation 
thats turned, or ls tuming nto something 
úUngpleasant, then make sure you screenshot 
very aspect of he conversation. Therefore 
youre called on to prove what hapoened late, 
then you've got the evidence behind you. 


Perrera] 

Not everyone has th same. 
Viesrpoint on society modem vin. or ie in 
¡general as you do. Sometimes what seems 
atural to them may offend you. and vee: 
versa, Laa to give a ti, not too much. 
Butenaugh so that yod're not constantiy 
offered. Obsiously report any trus offensive 
behaviour but allow other opinions. 
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GET A LIFE! 


Chatting on WhatsApp with your 
friends is great, but it can be a 
strain sometimes. It's important 
to learn to unplug once in a 
while. Tur off your device, log 
out of your computer and pick 
up a book, or watch a film. Go 
ut for a walk or a run, hit the 
gym, whatever lt takes to have. 
some time out from being online. 
You! notice the difference in 
you, and yowIl be bettor able to. 
handle the negative aspects of 
online if. 


POSITIVE 


J Set some postivity It may soom 

3 io somottina of a ippy' approach, 
but ts been proven that positive thinking can 
hawe a wonderful effect ona person Ifyouve: 
been al the sharp end of atoxk conversation, 
fir something ta mahes you feel botter 
and positive about everythino Spread it 
around ar you can help others too. 


dh Asno 

4 bugbears of modern chat, and one 
¡element that causes no end of problems 
and arguments, ls spollers, A spoller youre 
"new is hen you mention too much 
and spol the plot in fm TV show, book, 
or game. Ifyou know how Game of rones. 
ends. for example, dont spoll for others 
who stil haventt got there yet. 


Watch Out 
for Scams 


'WhatsApp, llke most of the Internet, has its fair share of scams. 
Some are quite clever and devious, others are blatant and very 
'obvious. All, though, are designed to part you with your money or 
obtain information. Either way, you need to watch out for them, 


SCAM, SCAM, AND MORE SCAM! 


ere are some ofthe most common WhatsApo scams that curently and more often 
repeatelyplague the servce: 


Verification Links - Scarmers have found 
way to send anonymous ventication 
messages tha conta links o sites, and 
¡downloads wtch infect your device with 
mebware. The verificaion messages look: 
Similar to those that yo receive ven 
00 first sign up to WhatsApo, but in fact 
they foo! you Into using them to get 
malware payioad. 


Olivia We have: 
recentiy seen 
ascamealed 
Olivia Were the 
scammer used the 
name Olivia and 
then pretended to. 
be a friend, ora fiend of a frene in order to. 
send lrks to porograchic material. 
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It's all about stealing data, 
as the scam voucher links 
directly to an online survey 
page that's designed to. 

take your data and sell 


YESTERDAY 


Hello, ASDA is giving away £250 
Free Voucher to celebrate 68th 
anniversary, go here to get it 

tp: /www.asda.com/mycoupon 


Enjoy and thanks me later!. —;,: 


|We are giving 2500 free palr of shoes to | 
¡ur 69 anniversary | 
| 
J 


celebra! 


Please se your ol country code ana 


9 oldphone 


Free Stuff - A recent scam claims to bo. 
offoring fros Adidas trainer, worlh hundred, 
in celebration of the companys anniversary 
Sima scams include offering free watches, 
phones, computers, software, arc even, 
¡courses that lead to high paying Jobs. he 
list goes on. Natural there are no freebles, 
Instead your asked to pay $1 to sin up for 
the chance, Times that by a milo, and this 
"becomes a lucrativo scam. 


Change Number Request - Another recent 
Cam nNolves an anonymous message. 
himing that WhatsApp wil be transtered 
toa new phone number. Ts change, you're 
old ls etto occurin-24 hours and youre: 
¡given anumbar to callín order to stop tha 
process, Don't cal the number ¡ts a scam, 
and wil cost you dear. 


» 
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URITY FOR ( 


Phone Home... 


A holiday abroad is a wonderful thing. You can relax by the 
pool, soak up the scenery and sample the local cuisine, but what 


can help. 


about those times when you need to talk to home? WhatsApp 


$ WitatsApo ls encrypted and secure, so 

¡ts ideal to have on your device when on 
holiday especialy as textina may nat be an 
option, but before you contact home when 
youte abroad or just out and about in your 
wn country ts worth knowing that data 
charges can quicky mount up. 
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Away make sue you're connected 


local WeFi hotspot when you use 
WhstsApo. Hotspots aren't always secure 

(sel get to that in second), but they're free, 
so they wont burn uo your valuable monthiy 
ata alowence, For added digital safety read 
he prnacy and security sections in this book. 


¡When using a free W-FI hotspot. 
¡ensure that you're connected to a 

VPN, Using a VPN will further encrypt your 

communications between the hotspo! and 

the Intemet, stopping marrithe-midde 

interception attacks. Sign up to a guod VPN 

before leaving or your hots. 


One of the best VPN packages 
available is CyberGhost (https:// 
'www.cyberghostvpn.com). lt 
«costs very litie to sign up for, 
“and ls avallable for Android, 1OS, 
Firefox and more. With 256-bit 
«encryption, your data ls safe and 
your device secure when using 


Use adtional securty on your device, 
suchas a fngergrint Lock Sereen Enable 
althe relevant securty features of WhatsAo, 
and male sure your pñone/device ls always 
trino andreach Then in he wors-case 
cenar of losing your device all your data and 
WihatsApp history won be lealed onine 
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S 
What is a VPN? 


While your system may be secure to any oníine threats, it doesn't 
always mean your privacy is assured. This is where a VPN comes 
in, as ¡toffers the user a heightened level of anonymity while 
¡online and even another level of security and protection. 


VIRTUAL PRIVATE NETWORK 


1 help hide your onine SP vd appear as f you were 
presence. While this may seem Ike a actu La desktor ¿ner 

deal Way to ge to Ilegal content 

designed to help fight For your b f this ar many but main 

stes, protect you from 

AVPN Virtual Private Notw Jing, and Shieid your browsing activi 

Essential, a server or group of servers in a Em those who want to find out where: 

remote location with which you », are personal based. Obwiouly he 

through a client. The VPN ser a s Formo being 

higo your Intornot:bound [Pa » 


their ww, so for example, you're 
> VPN that's located in A 


Using a VPN wi 
Protect your access 
online, and filter 

all your Internet 
traffic through its 


in countries with extraorcinari tight 
restrictions to get access to the outside, 

"vor often enaking them to report to the 
vorld what's going on in their wn country. 


For most users with a VPN, however they/re 
able to gain access to TV channels n the. 
US, Canada, Europe, and other parts of the 
World. But its not always about being able 
to moderately cheat the system by forcing. 
he Internet to think you're somembere other 
than vere you actually are: remote workers. 
and employees, who lve in other countries. 
con connect to company VPN and use the. 
Companys network resources as (they were 
Physicaly san tho bling. 


The connection from your computer o the 
VPN server vi tha client, is usually secure: 
to the tune of 256-bit encryption levels 
¡depending on he VPN compeny which 
hosts the service. Al your Internet traffic 
Wilfitortvrough the VPN servers systems, 
offering multinelayers of protection from 
viruses, malware and natural privacy. 


Beyond the other possible scenarios, sing a 
"VPN we youre abroad, workáng in hotel 
forexample, wil enable you to access your. 
home country's services and work resources. 
¡One more element that's worth mentioning: 
sing W+Fi hotspots ls one of the biggest 

secunty risk for travellrs, and using a VPN 

can efectively improve your secunty whle 

sing a cafés free WWF. 


"Moble operating systems do allow. 
¡connection to a VPN through the OS 
Settings however, the more common, 
and some respects easier method. 
10 use the clent which most VPN now 
offer asstandard. The cient s oftan simply. 
connection window that wil ask you 
your login detal, then provide you with a 
method for connecting to any of provider's 
¡geo-location servers - sted by country 
¡Once the choice is made, simply clk the 
¡Connect box and witin a few seconds, 
your P across wil ba located within the 
chosen country. 
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What is Encryption? 


The definition of encryption is the process of converting 
information or data into a code, to prevent unauthorised access' 
lts a word that's bandied about a lot these days, but do we really 
know what it means, and where it. comes from? 


KRYPTOS COMMUNICATIONS 


mite stallota certain diameter the characters. 


2 otoruncerstanaencry 


1 sort tañano a moment to leam about would be decipherable 

Its orgins, how It has been developed 

¡over the years, and how It appkes to our Of course, the modern forms ol encryption 

modem communcations ere far more advanced, but he overal core 
sona emalned the same: Lo be 


1 comes from the able to send a message to clhers wthou 
Kryptos, which means. anyone else being able to decipher the 


The word encrypt 


hidelen or secret. nterestingly the use message: However, modern encryption 
of hiding messages from others can be row requires more than simply sending 
tracod back to early Egyptian scribo ¡coded messages. Not only ls confidentalty 
who inserted non-standard hieroglyphs required, encryption must also perform a 
vit other communications in order to level of authentication, so the origin of the 
hide the message from casuel viewer. «communication can be verified; Integrity of 
According to hstorians, the Spartans used omImunications, where both the sender 


nd Ihose who receive the communication 
that the message hasn't 


trios of leather with engraved message: 
When the flat stips were read they were 
imeaningless, but when wrapped around a 


Encryption s the act of 
protecting your data 
from prying eyes 


nonrepudition, where the sender cannot 
deny having sent the communication in the. 
fist place. 


During the early digital age, the only users 
¡of encryotion were the govemment and 
mlltary, and between them. they created a 
set of algorithms and standards to protect 
to communication on the battisfld, ana 
fromoone government agency to the next. 
As technology acianced, these algorthms 
row in compleaty and it wasnit long before 
the miltary-based forms of encryption 
Were being used in commercial modes. 

of communications, Within a few short 
years, banktransfors ash witharanias, 
nd data sent to and from modems, began 
'llising these new protocols to protect 
sonsitivo Information. 


Today, we're regulaiy seeing ana using, 
devices hat boast mita grace 256-bit 
AES forms of encryption a standard that 
isregarded as near-impossibleto break: 
without spending bios cn specialist 
harcivaro and software. ln plan English, tho. 
modern form ot encryption takes data and 
passes lt through an algortw together 
vita hey. This creates a gorbled file of 
characters that can only be clearly read 
the correct hey s applied to decryat the 
data, Algoritems today are divided int two. 
categories: symmetric and asymwmetric 


Symmetri ley ciphers use the same hey 
o both ancrypt and decrypt cata. The 
most popular symmetric cipher is AES. 
(Advanced Encryption Standard), developed 
by the miltary and govemmnents to protect 
“communications and data. This isa fast form 
¡of decryption that requires the sender to, 
exchange the key used to encrypt the data. 


wit the recpient before theyte able to read 
the contents. 


Asymimetri hey ciphers ore also known 
as publc-key cryptography and utilse 
two methematicaly Wed keys pubic. 
nd private: The public key can be shared 
¡with everyone and ls usually generated 

doy soltwara, or provided by a designated 
authority. The private hey ls sometting 
at usually only known by the Individual 
ser. Interestingly both types of keys can be 
“plc situations where one user has 
¡publi hey andaancther a private hey, which 
¡combine to form a shared encryption level 


"These heys are many characters in length 
making Itrigh impossible for sormaone to 
Bruto Force hack them, Tha Bruto Fotca 
method involves using a program on a 
¡Computer to try every possible combination 
¡oa lay unti the correct ones found. n the 
¡case o the 256-bit encryption, t would take 
2 ditlerent combinalions to break the hey 
you were able to force one trlion keys per 
second, would sil take you somemhero 
nthe region of10* years in order to crack: 
256-t encryption. However, a pomerful 
¡Computer con probably manage around two 
Eilion caculations per second, o in theory. 
¡A mouldtake 92” years for your standard 
¡Sesktop to crack Bear in mind that the: 
universe has theoretical only been in 
existence for14% years 


Numbers as big as that are generally far too 
'mind-bogglng to comprehend, suffic to say 
that if youre able to use 256-bkt encryption, 
for your communications, orto protect your 
sta then you're going to be protected 

for at leas seven times the current age of 
the Universe. 
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How Can a VPN Further 
Secure WhatsApp? 


Using a VPN is a great way to secure your device and increase 

your privacy when online. Nevertheless, can using a VPN further 
Increase your security when using WhatsApp? Let's have a look 
and see how beneficial a VPN can be. 


VN, as We! discussed already, enables 

you to connect toa remote server, 
Which glves your computer, or devie, an 
altemative (Pacess arc encases al your 
communications to ad from the device. an 
the Intemnet Inside a highiy encrypted bubble 
of protection It's a fantastic service and f you 
havenít area you should really consider 
adopt lt. 


WhatsApp offers high level of encryption 
between you arch other users, meaning that 
vwithout the right encryotion keys, someone 
wont ba able to intorcept a WhalsApo 
message and read ts contents However there 
have boen some secunty Issues brought o. 
lhtin recent years Invalving Whatsapp. 


Device security is an. 
ú'on-going issue, not Just: 
with WhatsApp. 


¡One o the main Issues, that has since been 
palched, was that the encryption keys could 
be intercepted when WhatsApo made a 
'comection to an offine user. The message 
would en walt untl the user was back 
online before Issuing a new encryption key 1 
vas possible or a clever hacker to read" the 
'encryption hey and thus galn access to the 
«communications between the users 


While it was security fiaw,and one the 
meca clung to Ike a vamoe bal, lt was 
something tha for several reasons wouldn't 
úrormally happen to the average user. For 
ne, the hacker would need to be very 
very good in order to be able to read the 
úencryption hey, an they would have had to 


create an ontiefak network in order to fool 
tie WhatsApo client. Another, WhatsApo. 
as soon as lt was made aware o the law, 
Quickly pushedl out an update to all devices, 
and all versions; so unless you had not 
updated your device, and were also unlcky 
¡enough to be the target fora secret agent 
Jovelhackor then you wero reasonaty sao. 


A more recent discovery by an Isaeh security 
“company, confirmed that it was possible to 
'getaccess to a device's operating system 
“an, n tum, get access to the WhatsApo 
elent and messages - rendering the 
WhatsApp end-to-enel encryption model 
polntlss. The vulnerablty was created 
Using spyware called Pegasus, are allowed. 
remoto User to access tho devices camera, 
microphone, desktop apos and backeend OS 
specifics, What's more, according to securty 
experts, the spyware can be transmitted to a 
device simply by caling 


GO VPN 


Natural this causes all manner ol security 
issues. Whll the WhatsApp cient s secure 
the operating system lt sts on isn't. This is 
where a VPN comes in hardy, 


Veten you connect to a VPN service, your 
entire data stream, al the pachets leaving. 
an entering your device are encrypted. 
That means anything that tiesto intercept 


them vil end up reading through pages of 
encrypted garbage instead of pure text logs 
of your device. 


A common method of device hacking 
'employed 5 a marirvthe- made attack, 
vere someone has created a fake WE-Fl 
point, plogybacked off real Wi-Fi hotspot. 
An unsuspectng user il connect to the 
MF hotspot, believing Ito be the one. 
belonging to the caó, for example, but in 
actual fact they ve connected to the hackers 
device. The hacker can en fte all data 
froma device through their various tools of 
the trade, before alowing to exi ia tho 
roal W-F hotspot. The user doespi suspect 
a ing, but the hacher now has clear access 
to any data sont ana rocolvod, and can road 
atte leisure Using a VPN wil encrypt. 
your data, even (ft has soyware installed, and 
mah t impossible for he hacker Lo be able 
to madthe information sent to and rom your 
device. 


GET A GOOD AV 


Further advice, beyond using a VPN, is 
o ensure that your device is up-to-date. 
Frequentiy check the OS updates as wel as 
al the instale avos. Also, look into getting 
2900 AntiVirus or Anti-Malware client for 
your device. It may cause 1 to slow sight 
ut its better tan being hacked 


AVPN encrypts data to 
+ andifrom your device 


Factoid: The Good, 
1ne Bad « 1ne Ugly 


ID: TH 


Y 99), The Good - WhatsApp has regularly been used to 
Ne? | Polpjoumalists, and those in conflict nations. 
around the world, spread the news of what's 
actually happening within a country where access to the. 
Internet and the outside world is near impossible. 
DG) "re Boa- WhatsApo is fest becoming one ofthe $ 
3) main plattorms tor spreading malware, viruses, and 
scamming users. Scams include fake offers, fake 
Users, and data thoft. 


“The Ugly - WhatsApp has been used in cases of 

eyberbulling, some of which have resulted in 

young people self-harming and even in some 
clrcumstances, committing suicide. 


Head over to your web 
browser and follow these 
simple instructions. 


1/ Entortho following URL www pelpublications.com/exclusives 
2 sign up/in and rom the listings ot our exclusive customer 
downloads highlight the Tech Shopper Magazine option. 
al Enter your unique download code (Usted below) in the “Enter 
possword to download" bar. 
4] Click the Download Now! Button and your digital magazine wil 
automaticaly download. 
8] vour files a high resolution POF fl, which is compatible with 

| eno majority of customer devices/plattorms 
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Photography $ 
Photoshop Manuals 
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Not only can you learn new skills and master your camera, 
but you can now SAVE 25% off all of our photography, 
Photoshop and tech digital and print manuals! 
Simply use the following exclusive code at checkout 


NYHF23CN 


www.pcipublications.com 


Want to master your iPhone? 


| Then don't miss our NEW ¡Phone 8. ¡0S 
| magazine on *. Readly now! 


Í Click our handy link to read now. 


